
Darknets and Ransomware

carlos.cilleruelo@byronlabs.io 



ByronLabs 2022

Byron Labs

Information Security Research Lab 

Universidad de Alcalá



ByronLabs 2022

Ransomware

● Malware specifically designed to encrypt data on a device 

● Data on a device is encrypted but the key is not given to the 

user

● If the user wants the key, he has to pay a ransom

● Usually, this ransom is paid in cryptocurrencies

● If we do not have backups, we have lost the data



ByronLabs 2022

Ransomware



ByronLabs 2022

Ransomware



ByronLabs 2022

Evolution of the modus operandi

● Changes in modes of extortion information theft
● Now several ransomware groups steal the information of companies 
● Encrypt and threat to publish this information 
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Evolution of the modus operandi

● Use of darknets to publish stolen 
information 

● Contact with “clients” through 
Tor hidden services
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Analysis

● We monitored and download data from 31 ransomware groups in 2021
○ Now we analysing 2022 to data 



 31 monitored groups in 2021
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Most active groups
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Increase on the number of attacks
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Top 10 affected countries in 2021
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Top 10 affected countries in 2021 – Outside US
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Russian Speaking Countries
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China
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Top 10 affected sectors in 2021
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Conti vs LockBit  2.0
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Conti vs LockBit  2.0



ByronLabs 2022

Vysion 
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Product - Vysion

https://developers.vysion.ai/

https://developers.vysion.ai/#introduction
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Ransomware Feed
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Questions?
 

/in/carlos-cilleruelo/ | /in/junquera

carlos.cilleruelo@byronlabs.io | javier.junquera@byronlabs.io
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