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Today we will address
the following topics

Introduction CFLW Cyber
Strategies

What is the Dark Web?

Why is monitoring the Dark
Web useful?

How does the Dark Web
Monitor work?

What can we do together to
make Cyberspace safer?




About GFLW Cyber Strategies
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Start up Product led Growth Facts
e Founded in 2019 e Dark Web Monitor e 1,2 M EUR raised
e Spinoff from TNO e Cryptoasset Intelligence e Team size: 13
e Opened office at HSD 2022 e Co-creation  Participant in 5 EU

projects



Together we combat cybercrime and support cyber
resilience to make the cyberspace safer
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Dark Web is part of the internet accessible only using
specialized software providing technical anonymity

&« (& | @ Veilig | hitpsy//www.torproject.org

About Tor

analysis.

Download Tor =

What is Tor?
Tor is free software and an opan natwork that
helps you defend against traffic analysis, a
form of network surveillance that threatens
personal freedom and privacy, confidential
business activities and relationships, and state
security.

Learn more about Tor »

Tor Browser

Tor Browser contains everything
you need to safely browse the

Internet.

. Tails
v (‘ Live CD/USB operating system
preconfigured to use Tor safely.

Atlas
- Site providing an overview of the
Tor netwark

Tor

Anonymity Online
Protect your privacy. Defend yourself
against network surveillance and traffic

= Tor prevents people from
learning your location or
browsing habits.

= Tor is for web browsers,
instant messaging clients,
and more.

» Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network
of relays run by volunteers all around the
world: it prevents somebody watching your
Internet connection from learning what sites
you visit, and it prevents the sites you visit from
learning your physical location

Get involved with Tor »

' Orbot

Tor for Google Andreid devices.

Arm

Terminal (command line)
application for monitoring and
configuring Tor.

/ Pluggable Transports
és Pluggable transports help you

rircumvent cansarshin
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Documentation Press Blog Contact =
Download Volunteer Donate
We're hiring! »
Recent Blog Posts

Tor Browser Downloads Are Up in ...

Mon, 21 Aug 2017 Posted by: t0mmy

The Tor Project Defends the Huma...
Thu, 17 Aug 2017 Posted by: steph

Take Partin a Study to Help Imp...
Wed, 16 Aug 2017 Posted by: Philipp Winter
Tor Browser 7.5a4 is released

Tue, 08 Aug 2017 Posted by: boklim

Tor Browser 7.0.4 is released

Tue, 08 Aug 2017 Posted by: boklm

View all blog posts »

‘Who Uses Tor?
3 | Family & Friends

People like you and your family use Tor
to protect themselves, their children,
and their dignity while using the

Internet.

Businesses
Businesses use Tor to research
competition, keep business strategies
A confidential, and facilitate internal
accountability.

T Activists

Activists use Tor to anonymously report
abuses from danger zones.

1 Whistleblowers use Tor to safely report

on corruption.

Media
E Journalists and the media use Tor to
i | protect their research and sources

online.

The invisible internet project
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Although legitimate usage exist, the overwhelming
majority is illicit activity

Q Stockholm, Sweden @& Encrypted

Abuse Type Distribution over Domains
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Fastest Hacking Services

In this internet age of social media, a fast, trustworthy and easy-to-use hacking
service is important, essential, useful and sometimes powerful.

Why Pegasus Hackers? ‘
150,000

\rea Help & Infos Support & Tickets

FEATURED PRODUCTS

20,000

strainpirate

morphine sulfate zomorp... 1oz gorilla glue #4 indoor...  ultra clean colc - Al SR ; i C ) ' . T :
Morphine Zomorph Ethypharm GG Strains is a potent hybrid PRODUCT. U
10mg 120 capsule contains 120 strain that delivers heavy COLOMBIAN C

PURE COCAINE YOU WIL..

United Kingdom > Worldwide United States > REG United Kingdom > Worldwide Home  FAQ _3’ Fast Money FastMoneySupport@protonmail.cq

I T T e T T T L
mbidl] & & e 6B © © B B
182 12 2 829 10 2 625 10 i All buyers love Fast Money!

e 148.00UsD 45878 USD Increase your income
Sk 10X in 3 hours!
M,X YOUR BITCO|NS - GChooseaproduct

TORRSON ECT THEE] ‘ : x, - . o 4 © Piace an order

e Start a new life

Start a new life

START MIXING " PREPAID CARDS

Enable JavaScript
BEFORE start order

Verified HIDDEN WIKI (D By Wi
by Tor| (=

¢

U & mixcox2htgxvtdmp.onion

Contact support EN

The most re mixer for bitcoin cryptocurrency



Dark Web Monitor collects domains 24/7, structures the
information and exposes it via dashboard and API

v
v ’ DARK WEB MONITOR Q Start v Services v Entities v Advanced v

Sirategic [msights, Oporational Perspectives P

- REAL SELLER CA

Darknet Domain

Title BlackMarket Cc - REAL SELLER CARDS | WESTERN UNION | PAYPAL _'I

Domain hitp:/firtgmppGogzonamz6welkc246ftgmhzsns 2rpbbxBjugkcdtjoecweqd.onion & o P, L T T o [ —

2y

Shop (128,688) X W Financial Crime [115,441) + X @
Credit Cards (60,404) « 3% @ Carding (82,630) «* X @

Tags + | Inherit tags to Duplicates
Western Union (31,734) «» ® @  Paypal (61,573) v X @

User interface Analytics tooling s

Discovered 27 Jun 2022, 07.00 UTC = - ot
Last Seen Online 27 Jun 2022, 07-00 UTC ) SR
Last Checked 27 Jun 2022, 07:00 UTC

Crawl status QUEUED Made 27 Jun 2022, 07:10 UTC
Next scheduled crawl at None

Next scheduled crawl queued at 27 Jun 2022, 07:00 UTC

Next scheduled check at 27 Jun 2022, 2155 UTC

Nexi scheduled check gqueued at None

< C D Added security ‘api.accept.clw.com, InPrivate

Strategic lasights, Operationai Perspectives
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1
Q search... General
]
Authentication >
General functions of the dark web monitor 1

General v

&S Retumns matching darknet
pages

Returns matching darknet pages GET| /vz/searcn od s
Tags >
Docker Docker Docker S —
Domains > 019, 0T:07 UTC
200
Pages > 1 darimet number 020, 2257 UTC
Example: | d: 88 Content type
> Restrict results to pages within a single darknet domain applicationfjson
ceCodesnapshots > r string
Example:| 01-
ubernetes Fom e o o1
Cryptoassets >
b includerags boolean
Bulk

Whether to include tags of darknet domains. Default: false

I~ languages[] Array of strings

Match results in the selected languages. Default: All. Example: ‘en,de,frru’

f mexc string

Set cursor to get more matches from a previous search

string
Enum: "asc' | "desct
Sort in ascending or descending order. Default: 'desc’

string
Example: s
Search terms

servi




Dark Webh Monitor

Strategic Insights, Operational Perspectives
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4 .‘U DARK WEB MONITOR Q Start v Services v Entities v Advanced v
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v ights,
v
v 'r DARK WEB MONITOR Q
‘.’ " Strategic Insights, Dporational Perspectives ~
Online: 84,108, Total: 1,469,957
Enfiies / Cryptoassets /| 16rmJkAvvikktFQEUMp2k4SASsTISYYCUA
Domain Title Status Type Tags Dupl Co-hosts DNIn DI Cryptoasset Address
I llr ESLIR LAY ALY ENLEN
Cryptoasset Bitcoin [ETC]
http:/ifvwiub5abwatGdlayjrurve... ¢ Light Money v3 7 1,441 0 1 Address 16mUkAWIKKIFQEUMp2KASASSTI5YYCUA [inepect]
http:/iplamiwc3arpexzyfvazihé... ¢y CREDIT CARDS v3 5 807 0 1
Dark Web Cryptoasset Address Information
http:/ixjpi27sn2puacbpswp7ttf... ¢¢1 Stolen Cards | Plastic Sharks v3 8 2,424 0 1 First Discovered 28 Dec 2014, 08:43 UTC First transaction
, ) . Last Discovered 28 Dec 2014, 08:43 UTC Latest transaction
hitp:/16gfikgubdnui4tédmarfk6... ¢ DARK PAYMENT v3 1 0 0 1
Domains 1 Transactions
http://efpalscE3ytfobcmyopsbw... ¢ The JKI Service v3 7 3 0 1 Appearances . _
http://43fbed45tpusjtcsrcpwz... ¢ Underground Market - Prepaid & Cloned Cards, Amazon Gift, PayPal v3 5 1M1 0 2
http:/fuiwagjabeciblljn2vygjxje... &1  Profit — Money Market — Fast Honest Reliable v3 7 1,768 0 1 Active since
- i -t = Latest activity
Transactions
- Pages [2] -
Siv PID  Acc M CPU SS Req Dur Coun Child Slot Client Protocol E— — Cluster balance
F 11 h b h 01 - 00/ 000 73712 4 0.0 000 0.05 127.0.0.1htp/L.1 ferdp3i6y - - Total received
O OW t e lllOl le y Wlt 01 - 002 000 73712 1165 0.0 000 0.04 127.0.0.1hp/LL ferdp3t6t gy hlockehainbdgpzk. onion e Blockchain - Most Trusted Crypto Compa
0-1 - 0/0/1 0.00 73712 4 0.0 000 0.05 127.0.0.1http/1.1 ferdp3tér Total spent
. 0-1 - 0/0/2 0.00 73712 2021 0.0 0.00 0.04 127.0.0.1 http/l.1 ferdp3t6r
dlre Ct ( toasset 01 - 00/ 000 73712 4 00 000 014 127.0.0.1htp/L1 bxp6oh6 Cluster tags
0-1 - 0/0/1 0.00 7371489 979 0.0  0.00 0.04 127.0.0.1 http/l.1 3ngz3hd:
0-1 - 0/0/2 0.00 73710 6 0.0 000 0.05 127.0.0.1http/L.1 pgp55un:
® b [P 0-1 - 0/0/7 000 73710 7 00 000 0.9 127.0.0.1http/L.1 zlewovd}
al la 1CS Capa 1 ltles 0-1 - 0/0/1 0.00 7371699 1398 0.0  0.00 0.02 127.0.0.1 http/l.1 gukm62?
11 - 0/0/10 0.00 7367634 3054 0.0 000 021 127.0.0.1http/l.1 zlewovdk
11 - 0/0/1 0.00 736713532706 0.0 0.00 0.01 127.0.0.1http/L.1 bxp6oh6
11 - 0/0/2 0.00 73670 3 00 000 026 127.0.0.1 hp/L.1 tgtwibas,
20 - 0/0/765 0.00 7377757 963110 0.0  0.00 43.44127.0.0.1 http/1.1 eTyndyn
20 - 0/0/783 0.00 73770 688390 0.0  0.00 48.18127.0.0.1 hitp/L.1 pgpS5un:
- ' 20 - 0/0/784 0.00 73771290649316 0.0  0.00 53.90127.0.0.1 hitp/L.1 eTyndym
ulc emo ° 20 - 0/0/845 0.00 73770 920736 0.0  0.00 49.78127.0.0.1 hitp/L.1 tgtwibas;
~ 20 - 0/0/790 0.00 73770 766742 0.0  0.00 47.14127.0.0.1 hitp/L.1 ppppppp;
20 - 0/0/756 000 73770 732234 0.0  0.00 43.31127.0.0.1 hrtp/1.1 dwiorumuugiyderhybepfxmlmoawgq6 GET /styles/xentr/exclusiv
20 - 0/0/739 000 73770 790443 0.0  0.00 53.56127.0.0.1 http/1.1 zlewovdkmxd247tue3sgei5qgvibwdb GET /wp-content/plugins/c
20 - 0/0/795 0.00 73770 673098 0.0 0.00 45.53127.0.0.1 hrtp/1.1 dwforumuugiyderhybepfxmlmoawgq6 GET /js/xf/core-compiled.j

New domains reveal
new modi operandi

28 Dec 2014, 16:26 UTC

28 Dec 2014, 16:43 UTC

28 Dec 2014, 16:26 UTC

28 Dec 2014, 16:43 UTC
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0.00000000 BTC

5.98601102 BTC

5.98601102 BTC

Close



Concluding remarks a CFLW

Cyber Strategies

Developed sustainable Dark Web Monitoring capability

% A
Key to support more and more use cases in different v '!4 DARK WEB MONITOR
crime areas Iike terrorist fin ancin g ‘ ' Strategic Insights, Operational Perspectives
7

Built on European values as transparency, explainability
and accountability

https://cflw.com/dwm
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Any questions

Dr Mark van Staalduinen
Mark.vanStaalduinen@cflw.com

May 2022

Anti-FinTer
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