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Executive Summary

Anti-FinTer project will improve law enforcement capabilities, increase capacity and develop expertise in the
area of terrorist financing associated with activities in the Dark Web, crypto-assets, new payment systems
and darknet marketplaces. To maximize its impact and long-term sustainability of the project outcomes,
particular attention will be given to establishing a long-term Public-Private Partnership (PPP) initiative
through the involved partners’ connections (the European Anti- Cybercrime Technology Development
Association (EACTDA) [1], Innovation - Law Enforcement Agency's dialogue (i-LEAD) [2], the European
Network of Law Enforcement Technology Services (ENLETS) [3], the United Nations Office of Information and
Communications Technology (UN-OICT) [4], and related networks.

Improvements will be brought about by three distinct actions: first, through the facilitation of knowledge
exchange among stakeholders and the documentation of best practices, risk analysis and policy
recommendations in four workshops and multiple virtual meetings; second, through the integration of
existing TRL6+ tools to create a Toolkit for training investigators and analysts in new investigative techniques
that include crypto-asset analysis, new payment channels such as the Lightning Network, text and image
analysis from surface web, dark web and social media channels to identify common actors and correlate
terrorist activity with cryptocurrency transactions, and artificial intelligence analytics for detecting
transaction anomalies; third, through the development of training curricula and an exercise environment
used in two virtual and three face-to-face training events that will be organized and carried out during the
project along with two train-the-trainer events that will ensure a wider impact for the curricula, which will
be made available afterwards through organizations such as Europol, CEPOL and FRONTEX.

The “D5.4 Anti-FinTer web site and report” deliverable report developed within “Work Package 5:
Dissemination, Communication and Outreach”, provides information:

eon the design, specifications, content and delivery of the Anti-FinTer project website and on its functions
per page.

eon the social networks connected to Anti-FinTer project.

The report shows initial screenshots of the content that is currently available in the website and indicates
that the site will be maintained to add additional content throughout the project lifecycle. The report also
shows that the website will be monitored to assess its effectiveness to communicate the project objectives
and disseminate its results to external stakeholders.

Grant Agreement: 101036262 Dissemination level: PU Page 7 of 21
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1 Introduction

1.1 Purpose of the Document

The purpose of the website is to keep the public, the project participants and the EC informed about the
project. The Consortium will continuously measure the number of public website visitors and post the latest
news in the Anti-FinTer Blog. Furthermore, the required pages/accounts in social networks will also be
created.

This report provides information on the design and delivery of the Anti-FinTer project website, the purpose
of which is to promote the project, its concepts and objectives with a view to:

A.Disseminating information to stakeholders outside the project consortium via the delivery of:
e static project related information such as the goals, objectives, methodologies;
e news items such as newsletters and articles;
e reports and papers such as public deliverables and scientific reports.

B.Engaging stakeholders outside the project consortium via:
e invitations to join events such as workshops or conferences where Anti-FinTer will be presenting
results;
e the contact web form and the partner contact detail page.

1.2 Scope and Intended Audience

A website nowadays is a necessary tool to build awareness of project results. A project cannot be considered
to have real impact if there is no dissemination of its results beyond the boundaries of the project itself.

The scope of this website is to lay down the foundations for effective external communication of the Anti-
FinTer project and the potential benefits to interested stakeholders at an international level, focusing
primarily in Europe. Thus, the main objective of the Anti-FinTer website is to increase the project visibility to
various types of audiences and disseminate the project objectives, plans and results, keeping the relevant
stakeholders constantly informed on its progress.

For this purpose, this on-line dissemination channel, as well as dedicated project accounts in social media,

are used. In addition, electronic form of brochures, newsletters, promo and informative videos will be
properly, and widespread promoted through Anti-FinTer website.

1.3 Development Information

The website is available at the link: https://anti-finter.eu/ from March 21, 2022.

Grant Agreement: 101036262 Dissemination level: PU Page 8 of 21
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1.4 Structure
This document includes the following sections:

e Section 1: Introduction:
In this section, we provide an overview of the document describing the scope and the objectives.
e Section 2: Policy and Identity:
In this section, we provide more details concerning the visual identity of the website
e Section 3: Anti-FinTer Website:
In this section, we provide more details on the logic and the structure of the website.
e Section 4: Anti-FinTer Social Media:
In this section, we provide more details concerning the presence of Anti-FinTer in Social Media.
e Section 5— Conclusion:
In this section, we conclude the document, providing future work and improvements based on the
website statistics.

Grant Agreement: 101036262 Dissemination level: PU Page 9 of 21
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2 Policy and Identity

2.1 Anti-FinTer Dissemination Framework

Within WP5 all the activities linked to the dissemination of the project objectives, its news and results are
highly served by external web-based means, that will promote the action to wider audiences. Following this
argument, a project website has been developed in the framework of disseminating project outcomes
including project objectives, methodology and expected results, significant achievements, technology news,
consortium contacts, as well as all project’s public documents (deliverables, presentations, scientific
publications etc.). As one of the major project dissemination channels, the website will serve this purpose
through the whole project duration and beyond.

2.2 Anti-FinTer Visual Identity

We have established a consistent and coherent visual identity of the project, including the project logo and
templates for presentations and deliverables (used in this document).

2.2.1 Anti-FinTer Visual Identity

2.2.1.1 Logo Visual Identity

Figure 1 presents the basic iconography of the project logo. The project’s brand was inspired by visually
connecting three pillars that define Anti-Finter:
e The Project’s Name > represented by the name.
e The focus of the project on terrorist financing through activities on dark Web, crypto-assets, and
darknet marketplaces > represented by the website symbol.
e The high level of expertise in coding > represented by the binary code number background letter
font.

Anti-FinTer

Figure 1: Anti-FinTer Logo

2.2.1.2 Website Visual Identity

The Anti-FinTer website URL address is https://anti-finter.eu/. The eu-domain was chosen to underline the
European focus of the project and the funding by the European Commission. The graphic layout follows the
basic design concept of the logo.The main color used is blue because it is associated trust and security. In
color psychology, blue can feel both safe but also distant and cold.

All communication and dissemination activities of the project should try to comply with the logo and the
colors defined in our visual identity. For the website typography we have selected the font family “Default”.

Grant Agreement: 101036262 Dissemination level: PU Page 10 of 21
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Anti-FinTer

3 Anti-FinTer Website

3.1 Website Technology

The Anti-FinTer website aims to be an effective tool for making the project’s research and innovation results

and latest developments available to interested third parties, namely the general public. It has been designed
to provide a user-friendly and informative environment, to be easily navigable and to display the project
information in a clear and unambiguous format, whilst engaging external stakeholder interest. Terminology
is clearly explained throughout the website in order to clearly define terms, as shown in the figures below.

Dark Web ©O) Crypto-assets
&
The term dark web refers to encrypted online content A crypto asset (cryptocurrency) is part of digital

that is not indexed by conventional search engines. currencies (all electronic money).

Darknet Marketplaces

! é Darknet markets are dark web black markets that offer
illicit goods for sale, often using cryptocurrencies as a

method of payment.

New Payment Systems

A payment system is any system used to settle financial

transactions through the transfer of monetary value.

Figure 2: Informative Environment of Anti-FinTer Website (example 1)

Dissemination Activities

Dissemination aims at maximising the impact of research
results in the public domain. Therefore, the target
audience of dissemination activities is any potential
user of the project results: the scientific community,
stakeholders, industry, policy makers, investors, civil

society, etc.

Communication Activities

The communication activities of projects go beyond
dissemination: they do not involve project results only but
also the project in general such as the societal
challenges or European added-value of the project. Thus,
communication activities target a much wider audience,
including the media and the general public.

Figure 3: Informative Environment of Anti-FinTer Website (example 2)

Consideration has been given to the use of images to communicate the project’s objectives and to the text
used. Consideration has also been given to link the look and feel of the website with the project logo and
brand to ensure congruity. The website will be maintained and updated on a regular basis during the project
lifetime, and as a static webpage even beyond the project ends.

This deliverable also presents the computing infrastructure used for hosting and running the website.
Moreover, a detailed description of the content and features of the Anti-FinTer website is also provided.

The website is based on the WordPress Content Management System [5], which has been configured as to
allow the site to be accessed by the main public in an open area. WordPress is a free and open source content
management system (CMS) based on PHP [6], MySQL [7], JavaScript [8] and CSS3 [9]. Web development on
WordPress is possible with the deployment of specially designed templates. For Anti-FinTer we have used
two different templates in order to facilitate the advantages and the visualization abilities from both.

Grant Agreement: 101036262 Dissemination level: PU Page 11 of 21
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3.2 Website Technology

The Anti-FinTer website is running in a Datacenter with 24X7 monitoring services.The website is compatible
with all available web browsers (Edge, Mozilla Firefox, Google Chrome, etc.). The server is hosted in the
facilities of the TOP HOST company (hosting provider) in Athens, Greece.

The website has been developed in a responsive design mode by using the WordPress 5.9.2 Content
Management System, adaptive to different screen sizes, to provide a presentation that is suitable for different
kinds of devices, such as mobile phones or tablets, given the fact that web users increasingly use mobile
devices to browse web sites.

The content management system, as well as the design, are developed and customized by IANUS CONSULTING
LTD for the purposes of Anti-FinTer, with the following characteristics:

Wordpress Environment
e Home URL: https://anti-finter.eu/

e Site URL: https://anti-finter.eu/
e WP Version: 5.9.2

e WP Memory Limit: 40 MB

e language: en

3.3 Website Structure

A main organized menu supports the navigation of the visitors to the pages and the information that they
request. The Anti-FinTer website has one horizontal menu as shown in the figure below. New Tabs will be
added, amongst them is the deliverables tab.

onti-FinTer ABOUT ~ CONSORTIUM DISSEMINATION & COMMUNICATION ~ NEWS & EVENTS CONTACT

Figure 4: Main Horizontal Menu

The main menu of the website has the following links:
e Home
e About
o Project Concept
o Objectives
o Methodology
e Consortium
e Dissemination and Communication
o Dissemination Activities
o Communication Activities
e Newsand Events
e Contact

Grant Agreement: 101036262 Dissemination level: PU Page 12 of 21
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3.3.1 Home

At the Anti-FinTer homepage, the visitor are introduced to the project concept by tackling main terminology
suck as Dark Web, New Payment systemst, Crypto-assets, darknet market places, At the header area, the
project logo is presented, whereas at the footer, on the bottom right corner the links to the Anti-FinTer social
media accounts are provided.

@nti-FinTer

ileartmgial intelligence invest?gurive technologies forevealing online crt
'

financing activities of terrorism

Anti-FinTer will improve law enforcement capabilities,
increase capacity and develop expertise in the area of terrorist financing
associated with activities in

Dark Web

Crypto-assets
by ot i s, 7 oo i

New Payment Systems Darknet Marketplaces

cb b

Figure 5: Anti-FinTer Website Homepage

Moreover, an interactive map is created on the home page. The partner countries are coloured blue where
as the rest of the countries are gray. Upon clicking on the country of the partner the viewer is directed to the
website of the partner.

Consortium

4 3 4

Government Bodies Research Institutes/Universities

>
> s

> s

ek PRianys C crw

Figure 6: Anti-FinTer Interactive Map of Partners
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3.3.2 Cookies and GDPR

The website used cookies that appear when a user enters the website. The cookies are in compliance with
GDPR rules. A cookie is a small simple file that is sent along with pages of this website and stored by your
browser on the hard drive of your computer or another device. The information stored therein may be
returned to our servers or to the servers of the relevant third parties during a subsequent visit. Moreover, the
user can choose to enable or disable cookies based on their preference.

* Anti- FinTer

artificial intelligence investigative technologes for revealing online cross-
financing activities of terrorism

Anti-FinTer wilim nf apabilites,
increase capacity and of terrorist financing

@ Dark Web Crypto-assets

New Payment Systems Darknet Marketplaces

Figure 7: Anti-FinTer Website Cookies

Figure 8: Anti-FinTer Privacy Overview

3.3.3 Disclaimer and European Commission Funding

On the home page, the disclaimer and European Union flag along with the fuding disclaimer is clearly visible.

“ This project has received funding from the European Union's Internal Security Fund
- Police Programme under under grant agreement No. 101036262.

Disclaimer:
The content of this website reflects the Anti-FinTer consortium view and the European Commission
(or its delegated Agency INEA) is not responsible for any use that may be made of the information it contains.

Grant Agreement: 101036262 Dissemination level: PU Page 14 of 21
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3.3.4 About

In the About page, the viewer can dig deeper into the project by learning more in depth about the following
aspects of the project : Project concept, objectives, methodology and consortium.

Gnti-FinTer

F Project Concept g Objectives
S o—
Methodology Q Consortium

Figure 9: Anti-FinTer Website "About" Page

3.3.4.1 Project Concept

The “Project Concept” page displays the basic terminology and key areas of the project, along with what the
project aims to achieve, in terms of the improvements in investigaive capabilities and the actions the project
will take in order to distinguish itself from previous efforts; these refer to knowledge exchange, integration
of tools and an excerise environment. Moreover, to maximize its impact and long-term sustainability of the
project outcomes, particular attention will be given to establishing a long-term Public-Private Partnership
(PPP) initiative through the involved partners connections : EACTDA [1], i-LEAD [2] , ENELETS [3], UN-OICT
[4].

s will be brought about

Vgl

Figure 10: Anti-FinTer Website "Project Concept" Page

Grant Agreement: 101036262 Dissemination level: PU Page 15 of 21
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3.3.4.2 Objectives

In the “Objectives” page, the four main objectives of the project are clearly displayed. The project aims to

bring practitioners together, increase operational capacity and investigative capabilities, exploit results and
increase collaboration.

Objectives

Figure 11: Anti-FinTer Website "Objectives" Page

3.3.4.3 Methodology

In the “Methodology” page, the project references the key principles the Anti-FinTer methodology
incorporates of recent relevant EU terrorism financing policies such as the: EU Security Union Strategy, the
Action plan for a comprehensive Union policy on preventing money laundering and terrorism financing
[10]and the 5th anti-money laundering Directive [11]. Moreover the project activities are structured in four
main pillars: Follow the Money, Training, Toolkit Development and Coordination.

Anti-FinTer L key principles of financing policies:

May 2018 @— July 2020

EU Security Union Strategy Action plan for a comprehensive Union  th anti-maney laundering Directive
policy on preventing mor ing
and terrorism financing

Figure 12: Anti-FinTer Website "Methodology" Page

3.3.5 Consortium

In the Consortium Page, the project’s consortium is displayed.

Grant Agreement: 101036262 Dissemination level: PU Page 16 of 21
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ABOUT = CONSORTIUM DISSEMINATION & COMMUNICATION * NEWS & EVENTS

Consortium

F QRT}I AIT#“?:@ . = LIMERICK

GULSTON LUMSMCH
Foundation For Austrian Institute OF Center Of Interaction
Research And Technolagy Technologies Visual University Of
Technology Hellas And Commuincation Limerick

B ianus Q CFLW @) wsmeasourn X

consulting
State Agency Of Tax
fanus Consuiting Cyber Strategies Minlgiry 01 Justice Administration

# Ministry Of Interior
Bulgaria

Ministry Of Interior
Lithuania

Figure 13: Anti-FinTer Website "Consortium" Page

3.3.6 Dissemination and Communication

In the “Dissemination and Communication” an explanation of the terminology is provided. Dissemination
aims at maximising the impact of research results in the public domain. Therefore, the target audience of
dissemination activities is any potential user of the project results: the scientific community, stakeholders,
industry, policy makers, investors, civil society, etc. The communication activities of projects go beyond
dissemination: they do not involve project results only but also the project in general such as the societal
challenges or European added-value of the project. Thus, communication activities target a much wider
audience, including the media and the general public.

ABOUT - CONSORTIUM DISSEMINATION & COMMUNICATION - NEWS & EVENTS

0@’ Dissemination Activities Q Communication Activities

Dissemination aims at maximising the impact of research The communication sctivities of projects go beyond
results in the public domain. Therefore, the target dissemination; they do not involve project results only but
sudience of dissemination activities is any potential slso the project in general such as the sacietsl
user of the project results: the scientific community, challenges or European added-value of the project. Thus,
staksholders, industry, policy makers, Investors, civil communication activities target & much wider audience

sosiety, et including the media and the general public.

L

Figure 14: Anti-FinTer Website "Dissemination and Communication" Page
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3.3.7 News and Events

In the “News and Events” page all relevant news and events taking place during the project will be portrayed.
These will also be included in the home page as the project progresses.

3.3.8 Contact

Using this page, website visitors can send an email directly to the Project Coordinator (e.g. general
feedback or questions regarding the project or website).

Gnti-FinTer

Contact Us

Figure 15: Anti-FinTer Website "Contact" Page

3.4 Anti-Finter Repository

The project has already created a shared repository using MS TEAMS. All project assigned members has
access to repository for online editing and file sharing.

Figure 16: Anti-FinTer Repository

Grant Agreement: 101036262 Dissemination level: PU Page 18 of 21
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4 Anti-FinTer Socia

| Media Accounts

Anti-FinTer

Connected with the project website is the Anti-FinTer presence on social media platforms. The presence of
the project on key social media websites is considered a powerful tool to gain extra awareness and exposure

to the wider audiences in a highly

efficient and cost-effective way.

Links to the project’s social media accounts appear on the footer area of every page of the website, in order
to be visible and easily accessed throughout navigation. Anti-FinTer consortium will explore the
communication of the project’s achievements and work progress through two very popular social network
channels, aiming to communicate the Anti-FinTer concept and its results in LinkedIn and Twitter

Versatile artificial intelligence investigative

technolagies for revealing online cross-border

financing activities of terrorism

@nti-FinTer

Anti-FinTer

Versatile artificial intelligence investigative technologies for revealing online financing activities of
terrorism

Research Services - Vienna

+ Follow (" visit website & ) ( More )

Home About Posts Jobs People

nd darknet

v
©
HH
Q
=

Figure 17: Anti-FinTer LinkedIn Profile

Anti-FinTer

0 Tweets

Home

Versatile artificial intelligence investigative
Explore . R i
technologies for revealing online cr rder

financing activities of terrorism

Notifications
Messages
Profile

i Anti-FinTer

Versatile artificial intelligence investigative technolegies for revealing online crogj

“ "

border financing activities of terrorism

& https:/ft.co/jZ5NFvEXv1 [ Joined March 2022

0 Following O Followers

Grant Agreement: 101036262

Figure 18: Anti-FinTer Twitter
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5 Conclusions

The main purpose of Deliverable “D5.1 Anti-FinTer web site and report” is the creation of a reliable document
that describes:
a) the main features, functionalities and current content of the Anti-FinTer website, and
b) a short description of the Anti-FinTer social media platforms that will be created to further support
the online presence of the project towards external audience.

The Anti-FinTer website has been built so as to be attractive and interesting to both experts and non-experts’
visitors and aims to provide a concise overview of all latest news and achievements of the project. The
website contains all the information regarding the Anti-FinTer objectives, expected impact, significant
achievements, technology news, consortium contacts, as well as all project’s public documents (deliverables,
presentations, scientific publications etc.), serving the purposes of WP5. The website, as one of the main
dissemination channels of the project will be continuously updated by the Dissemination Manager with the
latest information, public documents etc. even after the end of the project.

Articulated with the Anti-FinTer external web-based communication means is the Anti-FinTer presence on
social media platforms that is also established.
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